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ABSTRACT
Over-the-air﻿(OTA)﻿update﻿is﻿a﻿method﻿for﻿vehicle﻿manufacturers﻿to﻿remotely﻿distribute﻿maintenance﻿
updates,﻿performance,﻿and﻿feature﻿enhancements﻿through﻿the﻿vehicle’s﻿lifespan.﻿Recalls﻿of﻿vehicles﻿
cost﻿the﻿manufactures﻿a﻿lot﻿of﻿money.﻿OTA﻿solves﻿the﻿recall﻿issue,﻿while﻿allowing﻿consumers﻿to﻿pay﻿
for﻿services﻿and﻿features﻿via﻿an﻿update.﻿The﻿OTA﻿ecosystem﻿includes﻿the﻿coders﻿who﻿first﻿developed﻿
the﻿ firmware,﻿ the﻿ 1st﻿Tier﻿ suppliers,﻿ the﻿ vehicle﻿manufacturers,﻿ and﻿ the﻿ vehicle﻿ itself.﻿Currently,﻿
manufacturers﻿designed﻿the﻿networks﻿for﻿speed﻿and﻿responsiveness,﻿and﻿not﻿security.﻿This﻿article﻿
examines﻿these﻿elements﻿and﻿drills﻿into﻿the﻿security﻿available﻿for﻿each.﻿The﻿slowest﻿and﻿one﻿of﻿the﻿
most﻿vulnerable﻿parts﻿of﻿the﻿system﻿is﻿the﻿communications﻿within﻿the﻿vehicle.﻿The﻿vehicle﻿networks﻿
must﻿ensure﻿the﻿integrity﻿and﻿authenticity﻿of﻿messages﻿transmitted﻿to﻿guarantee﻿software﻿programmed﻿
onto﻿ECUs﻿are﻿authorized﻿and﻿tamper-free.﻿Specialist﻿hardware﻿within﻿the﻿vehicle﻿makes﻿this﻿possible﻿
in﻿an﻿operation﻿environment,﻿such﻿as﻿hardware﻿security﻿modules.
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1. INTROdUCTION
Modern﻿connected﻿vehicles﻿contain﻿up﻿to﻿100﻿Electronic﻿Control﻿Units﻿(ECUs)﻿and﻿up﻿to﻿100﻿million﻿
of﻿lines﻿of﻿code﻿(Continental,﻿2019,﻿Riggs﻿et﻿al.,﻿2018,﻿Petri﻿et﻿al.,﻿2016,﻿Holmes,﻿2018).﻿The﻿increase﻿
in﻿functionality,﻿i.e.﻿advanced﻿driving-assist﻿system﻿and﻿autonomous﻿driving,﻿has﻿increased﻿the﻿value﻿
of﻿the﻿vehicle’s﻿software.
With﻿ the﻿ introduction﻿of﻿ new﻿concepts,﻿ i.e.﻿ paying﻿ for﻿ vehicle﻿ functionality﻿ per﻿ feature﻿ aka﻿
Software-as-a-Service﻿(SaaS),﻿ the﻿automobile﻿ is﻿evolving﻿into﻿a﻿software-driven﻿mobility﻿service﻿
defined﻿by﻿the﻿experience﻿it﻿delivers﻿whilst﻿transporting﻿passengers﻿(Windriver,﻿2018;﻿Stevic,﻿2018).﻿
The﻿consumer’s﻿desire﻿to﻿stream﻿music,﻿receive﻿emails﻿and﻿social﻿media﻿posts﻿has﻿intensified﻿this﻿issue﻿
(Petri﻿et﻿al.,﻿2016).﻿The﻿increase﻿in﻿software﻿functionality﻿means﻿more﻿potential﻿for﻿bugs,﻿and﻿so﻿we﻿
have﻿seen﻿an﻿increase﻿in﻿after﻿sales﻿software/firmware﻿updates﻿(Teraoka﻿et﻿al.,﻿2016;﻿Windriver,﻿2017).
Most﻿vehicle﻿software﻿updates﻿have﻿occurred﻿at﻿dealerships﻿either﻿for﻿a﻿recall﻿or﻿an﻿upgrade﻿
(Quain,﻿2018;﻿Chowdhury,﻿2017;﻿Continental,﻿2019).﻿This﻿can﻿be﻿inconvenient﻿to﻿the﻿user,﻿expensive﻿
for﻿the﻿dealership﻿and﻿affect﻿the﻿brand﻿image﻿(Windriver,﻿2017).
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The﻿software﻿industry﻿has﻿implemented﻿over-the-air﻿(OTA)﻿updates﻿for﻿many﻿years﻿to﻿fix﻿bugs﻿
and﻿make﻿enhancements﻿to﻿software﻿on﻿computers,﻿mobile﻿devices,﻿and﻿even﻿televisions﻿(Chowdhury,﻿
2017;﻿Quain,﻿2018).﻿OTA﻿is﻿wireless﻿delivery﻿of﻿the﻿software﻿update﻿to﻿the﻿vehicle﻿(Rouse,﻿2018).﻿
In﻿the﻿automotive﻿industry﻿it﻿is﻿still﻿rare.﻿OTA﻿on﻿vehicles﻿eliminates﻿the﻿need﻿to﻿take﻿the﻿vehicle﻿to﻿
the﻿dealership,﻿protects﻿brand-image﻿and﻿saves﻿the﻿waiting﻿for﻿updates﻿(Riggs﻿et﻿al.,﻿2018;﻿Holmes,﻿
2018).By﻿2022﻿the﻿car-parc﻿will﻿contain﻿hundreds﻿of﻿millions﻿of﻿connected﻿vehicles,﻿and﻿consequently﻿
VMs﻿would﻿save﻿$35﻿billion﻿by﻿using﻿OTA﻿rather﻿than﻿vehicle﻿recalling﻿(Neiger,﻿2016).
Some﻿VMs﻿have﻿implemented﻿software﻿OTA﻿systems﻿but﻿have﻿concentrated﻿on﻿non-essential﻿
systems﻿such﻿as﻿updates﻿to﻿the﻿vehicle’s﻿infotainment﻿systems,﻿maps,﻿and﻿telematics﻿software.﻿This﻿is﻿
known﻿as﻿SOTA.﻿Some﻿VMs,﻿notably﻿Tesla,﻿have﻿ventured﻿into﻿updating﻿the﻿firmware﻿on﻿individual﻿
ECUs﻿including﻿safety-critical﻿systems,﻿such﻿as﻿the﻿brakes.﻿This﻿is﻿known﻿as﻿FOTA﻿(Quain,﻿2018;﻿
Kim﻿&﻿Park,﻿2018).
Even﻿though﻿OTA﻿updates﻿seem﻿like﻿a﻿panacea,﻿new﻿vulnerabilities﻿still﻿occur.﻿An﻿attacker﻿could﻿
take﻿control﻿if﻿they﻿introduced﻿a﻿malicious﻿update﻿to﻿a﻿vehicle,﻿either﻿at﻿the﻿back-end﻿or﻿in﻿transit﻿
(Pedroza,﻿2011;﻿Verma,﻿2018).﻿History﻿has﻿shown﻿software﻿systems﻿are﻿most﻿at﻿risk﻿to﻿lapses﻿in﻿safety﻿
and﻿security﻿when﻿undergoing﻿change﻿(Chowdhury﻿et﻿al.,﻿2017).﻿An﻿OTA﻿update﻿is﻿a﻿substantial﻿
change;﻿therefore,﻿it﻿is﻿essential﻿security﻿is﻿paramount.﻿This﻿paper﻿explores﻿OTA﻿concept﻿with﻿an﻿
emphasis﻿on﻿security.﻿Proceeding﻿sections﻿dive﻿deeper﻿into﻿the﻿OTA﻿ecosystem,﻿into﻿the﻿back-end﻿
systems,﻿and﻿the﻿vehicle﻿internals.﻿Although﻿many﻿of﻿the﻿concepts﻿discussed﻿are﻿in﻿relation﻿to﻿software﻿
and﻿firmware,﻿this﻿paper﻿concentrates﻿on﻿the﻿less﻿trivial﻿FOTA.
2. ReLATed WORK
Recently﻿several﻿scholars﻿have﻿researched﻿the﻿area﻿of﻿security﻿issues﻿of﻿smart﻿cars﻿(Maglaras,﻿2015)﻿
and﻿especially﻿those﻿related﻿to﻿OTA.﻿An﻿OTA﻿update﻿system﻿must﻿be﻿resilient﻿to﻿spoofing,﻿tampering,﻿
repudiation,﻿information-leakage,﻿denial-of-service,﻿and﻿escalation-of-privileges﻿attacks﻿among﻿others﻿
(Vasenev,﻿2019).﻿Several﻿security﻿and﻿privacy﻿issues﻿may﻿arise﻿from﻿different﻿parts﻿of﻿the﻿ecosystem,﻿
like﻿cloud,﻿Service﻿station,﻿car﻿or﻿OEM﻿backend﻿and﻿several﻿security﻿methods﻿must﻿be﻿combined﻿in﻿
order﻿to﻿counter﻿those﻿threats.﻿The﻿freshness﻿of﻿the﻿update﻿information﻿also﻿needs﻿to﻿be﻿preserved﻿in﻿
order﻿to﻿prevent﻿replay﻿attacks﻿(Halder,﻿2019).﻿Moreover,﻿software﻿distribution﻿during﻿OTA﻿updates﻿
must﻿be﻿arranged﻿in﻿such﻿a﻿way﻿that﻿high﻿security;﻿low﻿latency﻿and﻿continuous﻿data﻿protection﻿are﻿
guaranteed.
Hash﻿algorithms﻿and﻿digital﻿signatures﻿are﻿some﻿common﻿methods﻿that﻿can﻿be﻿used﻿in﻿order﻿to﻿
ensure﻿authenticity﻿and﻿integrity﻿of﻿software﻿updates,﻿but﻿more﻿sophisticated﻿methods﻿were﻿recently﻿
proposed﻿(Zhou,﻿2019).﻿Another﻿promising﻿idea﻿is﻿to﻿use﻿fog﻿computing﻿in﻿smart﻿vehicles﻿(Fizza,﻿
2019).﻿Fog﻿nodes﻿are﻿distributed﻿in﻿an﻿ad-hoc﻿fashion,﻿and﻿hence﻿lead﻿to﻿a﻿more﻿reliable﻿and﻿robust﻿
system,﻿without﻿a﻿single﻿point﻿of﻿failure.
Having﻿in﻿mind﻿to﻿present﻿a﻿holistic﻿model﻿of﻿a﻿smart﻿car﻿that﻿includes﻿all﻿different﻿technologies﻿
that﻿make﻿the﻿car﻿‘smart’﻿ENISA﻿issued﻿a﻿report﻿last﻿year﻿where﻿relevant﻿threats﻿and﻿cybersecurity﻿
risks﻿pertaining﻿to﻿smart﻿cars﻿are﻿analyzed﻿and﻿several﻿security﻿measures﻿are﻿proposed﻿(Enisa,﻿2019).﻿
The﻿report﻿takes﻿into﻿account﻿the﻿particularities﻿of﻿this﻿highly﻿complex,﻿heterogeneous﻿and﻿volatile﻿
environment﻿and﻿ the﻿ fact﻿ that﻿no﻿modern﻿ system﻿can﻿be﻿analyzed﻿ in﻿ isolation.﻿ In﻿ this﻿ report﻿ the﻿
interconnection﻿of﻿sensors,﻿AI,﻿machine﻿learning﻿algorithms,﻿cloud﻿computing﻿and﻿connectivity﻿is﻿
presented﻿and﻿threats﻿that﻿come﻿from﻿all﻿these﻿components﻿of﻿smart﻿car﻿are﻿analyzed.﻿In﻿one﻿of﻿the﻿
scenarios﻿presented﻿in﻿the﻿report﻿a﻿large-scale﻿deployment﻿of﻿a﻿rogue﻿firmware﻿after﻿hacking﻿OEM﻿
back-end﻿servers﻿affects﻿OTA﻿and﻿consequently﻿the﻿proper﻿behaviour﻿of﻿the﻿vehicle.﻿In﻿this﻿article﻿
we﻿focus﻿mainly﻿on﻿the﻿OTA﻿rather﻿than﻿the﻿Wi-Fi﻿and﻿within﻿a﻿V2V/V2I﻿ecosystem.
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3. OTA
3.1 What is OTA?
OTA﻿update﻿ is﻿a﻿method﻿of﻿ remotely﻿distributing﻿maintenance﻿updates,﻿performance﻿and﻿feature﻿
enhancements﻿ throughout﻿vehicle﻿ lifespan﻿ (Windriver,﻿2019).﻿ It﻿ allows﻿VMs﻿ to﻿manage﻿upgrade﻿
process﻿of﻿ each﻿ individual﻿ vehicle﻿via﻿ cellular,﻿Wi-Fi,﻿Bluetooth﻿or﻿ other﻿ connectivity.﻿ It﻿ allows﻿
the﻿update﻿of﻿ individual﻿vehicle﻿ECUs/systems﻿(Khurram﻿et﻿al.,﻿2016).﻿Each﻿ECU﻿in﻿ the﻿vehicle﻿
has﻿ firmware﻿ controlling﻿ its﻿ operation.﻿ Firmware﻿ is﻿ software﻿ that﻿ is﻿ semi-permanently﻿ placed﻿ in﻿
hardware﻿ (Flashrouters,﻿ 2017).﻿ Firmware﻿ is﻿ associated﻿with﻿ embedded﻿ systems﻿where﻿ hardware﻿
requires﻿bespoke﻿software.
ECU﻿suppliers﻿update﻿VMs﻿on﻿firmware﻿updates﻿for﻿their﻿ECUs.﻿Typically,﻿VMs﻿either﻿combine﻿
a﻿set﻿of﻿compatible﻿updates﻿together﻿in﻿service-packs,﻿or﻿as﻿an﻿individual﻿update.﻿Once﻿a﻿vehicle’s﻿
suitability﻿for﻿update﻿is﻿established,﻿update﻿is﻿downloaded﻿to﻿vehicle.﻿The﻿vehicle﻿then﻿installs﻿updates﻿
when﻿possible.﻿Service-packs﻿may﻿contain﻿other﻿service-packs﻿when﻿a﻿combination﻿of﻿updates﻿is﻿
required﻿(Petri﻿et﻿al.,﻿2016;﻿Balmus﻿et﻿al.,﻿2017).
3.2 Significance of OTA
Rather﻿than﻿the﻿customer﻿needing﻿to﻿return﻿vehicle﻿to﻿the﻿dealership﻿to﻿receive﻿update,﻿VMs﻿can﻿push﻿
the﻿update﻿directly﻿out﻿to﻿owner.﻿One﻿issue﻿with﻿the﻿current﻿method﻿is﻿some﻿customers﻿ignore﻿the﻿
requests﻿even﻿after﻿repeated﻿requests﻿(Quain,﻿2018).﻿Recalls﻿are﻿expensive﻿for﻿VMs,﻿with﻿some﻿VMs﻿
incurring﻿costs﻿of﻿nearly﻿a﻿billion﻿dollars﻿(Riggs﻿et﻿al.,﻿2018).
There﻿are﻿several﻿advantages﻿to﻿OTA﻿updates﻿over﻿traditional﻿methods﻿conducted﻿in﻿dealerships﻿
(Continental,﻿2019;﻿Rouse,﻿2018,﻿Windriver,﻿2017,﻿2019;﻿Riggs﻿et﻿al.,﻿2018):
•﻿ Improved﻿customer﻿experience﻿and﻿remove﻿need﻿car﻿to﻿visit﻿dealership
•﻿ Customers﻿receive﻿latest﻿features﻿and﻿applications
•﻿ Immediate﻿update﻿of﻿security﻿fixes
•﻿ VMs﻿save﻿money﻿e.g.﻿Tesla﻿adapter-plug﻿update
•﻿ Convenience﻿functionality﻿such﻿as﻿pause,﻿resume,﻿rollback﻿and﻿recovery
•﻿ New﻿revenue﻿streams﻿through﻿monetization﻿of﻿data﻿analysis,﻿enhanced﻿features﻿and﻿performance.
Figure 1. Ecosystem
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3.3 Current Solutions
Several﻿VMs﻿are﻿currently﻿offering﻿an﻿OTA﻿service﻿for﻿their﻿customers.﻿Most﻿of﻿these﻿VMs﻿offer﻿
OTA﻿for﻿non-critical﻿systems﻿i.e.﻿the﻿infotainment﻿system.﻿Critical﻿systems﻿such﻿as﻿engine﻿control﻿and﻿
brakes﻿are﻿reserved﻿for﻿dealership﻿updates.﻿A﻿few﻿suppliers﻿are﻿starting﻿to﻿release﻿full﻿OTA﻿solutions﻿
with﻿full﻿FOTA﻿capacity﻿such﻿as﻿Wind﻿River﻿and﻿Harman﻿(Stevic,﻿2018).﻿A﻿few﻿OTA﻿incidents﻿have﻿
caused﻿more﻿issues﻿than﻿they﻿have﻿solved.﻿Fiat﻿Chrysler﻿released﻿an﻿OTA﻿update﻿for﻿its﻿Uconnect﻿
infotainment﻿system﻿in﻿2017/2018﻿which﻿caused﻿the﻿vehicle’s﻿head-unit﻿into﻿an﻿infinite﻿reboot﻿cycle.﻿
A﻿similar﻿update﻿by﻿Lexus﻿in﻿2016﻿caused﻿the﻿infotainment﻿system﻿to﻿be﻿unresponsive﻿and﻿‘bricked’﻿
(Golson,﻿2016).﻿Tesla﻿has﻿made﻿numerous﻿OTA﻿updates﻿to﻿their﻿vehicles.﻿Often﻿with﻿safety﻿related﻿
items,﻿such﻿as﻿brakes.
4. OTA eCOSySTeM
There﻿are﻿two﻿elements﻿to﻿the﻿OTA﻿ecosystem﻿(Figure﻿1),﻿back-end﻿operations﻿and﻿vehicle﻿operations.﻿
These﻿two﻿processes﻿have﻿numerous﻿sub-processes.﻿Securing﻿the﻿mechanism﻿is﻿tough﻿as﻿there﻿are﻿so﻿
many﻿attack﻿vectors﻿to﻿consider.﻿The﻿ecosystem﻿general﻿security﻿perspective:
1)﻿﻿ All﻿connections﻿between﻿back-end﻿systems﻿and﻿within﻿the﻿vehicle﻿must﻿be﻿secure
2)﻿﻿ Authenticate﻿all﻿entities﻿within﻿system
3)﻿﻿ The﻿transmission﻿payload﻿must﻿be﻿correct﻿and﻿tamper﻿free
4)﻿﻿ Once﻿installed﻿firmware﻿must﻿be﻿cryptographically﻿verified
The﻿following﻿sections﻿describe﻿how﻿the﻿elements﻿of﻿ecosystem﻿operate﻿and﻿how﻿security﻿must﻿
be﻿designed﻿into﻿system.
4.1 Back end
The﻿ECU﻿suppliers﻿produce﻿firmware﻿updates.﻿A﻿long﻿supply-chain﻿of﻿sub-tier﻿suppliers﻿may﻿produce﻿
their﻿hardware﻿and﻿software.﻿The﻿VMs﻿collects﻿relevant﻿firmware﻿updates﻿from﻿the﻿ECU﻿suppliers﻿
and﻿collates﻿them﻿into﻿a﻿service-pack,﻿or﻿an﻿individual﻿update.﻿The﻿VMs﻿may﻿store﻿the﻿update﻿on﻿a﻿
hosted﻿OTA﻿server﻿for﻿distribution.
4.1.1 ECU Supplier
A﻿vulnerable﻿element﻿of﻿ecosystem﻿due﻿to﻿large﻿supply-chains﻿involved﻿in﻿developing﻿vehicle﻿parts﻿is﻿
ECU﻿suppliers.﻿Development﻿of﻿firmware﻿occurs﻿across﻿numerous﻿suppliers﻿and﻿geographical﻿areas﻿
(Windriver,﻿2017).﻿Suppliers﻿must﻿comply﻿with﻿all﻿relevant﻿information﻿and﻿cloud﻿security﻿standards﻿
and﻿vehicle﻿cyber﻿security﻿standards﻿i.e.﻿ISO/SAE﻿21434.﻿There﻿are﻿several﻿factors﻿to﻿consider:
•﻿ Protection﻿of﻿firmware﻿Intellectual﻿Property﻿(IP)
•﻿ Insider﻿actions﻿i.e.﻿malicious﻿back-doors
•﻿ Recording﻿UID﻿of﻿ECU﻿to﻿firmware﻿version
•﻿ Secure﻿coding﻿methods:
﻿◦ Secure﻿Code﻿best﻿practices﻿(i.e.﻿buffer-overflow﻿attacks)
﻿◦ Authentication﻿and﻿authorisation﻿of﻿firmware﻿contributors
﻿◦ Secure﻿firmware﻿and﻿code﻿storage﻿accessed﻿by﻿VPN
﻿◦ Security﻿of﻿3rd﻿party﻿software﻿libraries﻿(i.e.﻿back-doors/bugs)
The﻿firmware﻿produced﻿to﻿accompany﻿ECU﻿must﻿be﻿cryptographically﻿signed.
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4.1.2 Vehicle Manufacturers
VMs﻿must,﻿in﻿a﻿similar﻿fashion﻿to﻿their﻿ECU﻿suppliers,﻿comply﻿with﻿all﻿relevant﻿information﻿security,﻿
cloud﻿security﻿and﻿vehicle﻿cyber﻿security﻿standards,﻿and﻿independently﻿audited.﻿VMs﻿must﻿monitor﻿
for﻿updates﻿from﻿supplier﻿and﻿deal﻿with﻿the﻿event.﻿An﻿update﻿provided﻿by﻿a﻿supplier﻿could﻿‘break’﻿
another﻿part﻿of﻿the﻿vehicle﻿and﻿therefore﻿VM﻿must﻿request﻿further﻿updates,﻿potentially﻿from﻿a﻿different﻿
supplier.﻿The﻿VM﻿must﻿monitor﻿status﻿of﻿firmware﻿on﻿a﻿vehicle﻿ask﻿the﻿vehicle﻿what﻿firmware﻿it﻿is﻿
running﻿and﻿compare﻿it﻿with﻿its﻿list﻿of﻿known﻿compatible﻿firmware.﻿The﻿VM﻿may﻿consider﻿hosting﻿
updates﻿on﻿a﻿separate﻿hosting﻿site﻿which﻿may﻿have﻿built﻿in﻿security﻿services.
4.1.3 Download to Vehicle
The﻿downloaded﻿update﻿can﻿take﻿a﻿few﻿forms.﻿It﻿can﻿be﻿a﻿full﻿copy﻿that﻿just﻿needs﻿swapping﻿into﻿place.﻿
It﻿can﻿be﻿a﻿differential﻿image﻿where﻿only﻿the﻿parts﻿that﻿have﻿changed﻿are﻿transmitted.﻿The﻿latter’s﻿benefit﻿
is﻿a﻿smaller﻿update,﻿although﻿ECU﻿must﻿conduct﻿work﻿to﻿re-assemble﻿firmware﻿(Balmus﻿et﻿al.,﻿2017).
Mobile﻿ device﻿management﻿ (MDM)﻿describes﻿ software﻿ to﻿manage﻿mobile﻿ devices﻿within﻿ a﻿
system,﻿including﻿updating.﻿Open﻿Handset﻿Alliance﻿Device﻿Management﻿(OMA-DM)﻿is﻿a﻿protocol﻿to﻿
communicate﻿between﻿back-end﻿server﻿and﻿client﻿and﻿is﻿vendor/device﻿neutral.﻿OMA-DM﻿specifies﻿a﻿
firmware-update-management-object﻿(FUMO)﻿and﻿a﻿high-level﻿client/server﻿interface﻿for﻿download,﻿
upload﻿ and﻿ status﻿ reporting﻿ (Doddapananeni﻿ et﻿ al.,﻿ 2017;﻿Oma,﻿ 2009;﻿Windriver,﻿ 2011).﻿PUSH﻿
method,﻿used﻿for﻿resource-constrained﻿devices,﻿where﻿server﻿pushes﻿data﻿to﻿client.﻿PULL﻿method﻿
involves﻿server﻿providing﻿client﻿with﻿the﻿data﻿URL﻿and﻿managing﻿process﻿of﻿download﻿itself.﻿PULL﻿
is﻿suitable﻿to﻿more﻿capable﻿ECUs﻿such﻿as﻿Gateway.﻿OMA-DM﻿supports﻿PUSH﻿and﻿PULL,﻿but﻿PULL﻿
is﻿typical﻿download﻿procedure﻿(Doddapananeni﻿et﻿al.,﻿2017).
The﻿server﻿provides﻿a﻿URL﻿for﻿client﻿to﻿PULL﻿download﻿down﻿from﻿it.﻿Once﻿complete﻿the﻿client﻿
replies﻿with﻿an﻿acknowledgement.﻿The﻿server﻿then﻿requests﻿for﻿client﻿to﻿update﻿the﻿firmware.﻿Once﻿
the﻿client﻿has﻿completed﻿the﻿firmware﻿update﻿it﻿sends﻿an﻿acknowledgement.﻿The﻿system﻿must﻿restart﻿
the﻿ process﻿ if﻿ failure﻿ occurs,﻿ this﻿ negatively﻿ impacts﻿ battery﻿ life.﻿A﻿known﻿vulnerability﻿ around﻿
downloading﻿using﻿the﻿PULL﻿mechanism﻿is﻿to﻿supply﻿an﻿incorrect﻿URL﻿to﻿pull﻿malicious﻿firmware﻿
(Riggs﻿et﻿al.,﻿2018).
OMA-DM﻿communicates﻿ over﻿HTTPS﻿ (OMA﻿2015),﻿which﻿utilises﻿ transport﻿ layer﻿ security﻿
(TLS).﻿TLS﻿utilises﻿symmetric﻿cryptography﻿to﻿encrypt﻿transmitted﻿data,﻿using﻿keys﻿exchanged﻿via﻿
asymmetric﻿key-exchange﻿(GDS,﻿2016).﻿TLS﻿supports﻿Advanced﻿Encryption﻿Standard﻿(AES)﻿with﻿
128/256bit﻿keys.﻿TLS﻿uses﻿certificates﻿for﻿server﻿authentication.﻿TLS﻿supports﻿Message﻿Authentication﻿
Codes﻿(MAC)﻿within﻿each﻿transmission﻿to﻿prevent﻿loss﻿or﻿interference.﻿It﻿utilises﻿a﻿shared﻿secret-key﻿
and﻿publicly-known﻿algorithm﻿to﻿generate﻿and﻿check﻿authenticity﻿(Tutorialpoints,﻿n.d.).
4.2 Vehicle Network
The﻿multitude﻿of﻿ECUs﻿within﻿the﻿vehicle﻿are﻿connected﻿to﻿multiple﻿networks﻿with﻿different﻿properties.﻿
Networks﻿include﻿(Verma,﻿2018;﻿Kim﻿et﻿al.,﻿2018;﻿Ryu﻿et﻿al.,﻿2008)﻿(Figure﻿2):
•﻿ CAN﻿(Controller﻿Area﻿Network)﻿and﻿CAN-FD﻿(higher﻿bandwidth)
•﻿ MOST﻿(Media-Oriented-System-Transport)
•﻿ LIN﻿(Local-Interconnect-Network)
•﻿ FlexRay
•﻿ Ethernet
•﻿ K-Line﻿(ISO﻿2012)
Two﻿ECUs﻿involved﻿in﻿OTA﻿process﻿is﻿telematics﻿control﻿unit﻿(TCU)﻿and﻿gateway.﻿TCU﻿provides﻿
communications﻿functions﻿via﻿mobile﻿phone﻿network.﻿It﻿also﻿provides﻿emergency﻿call﻿features.﻿in-
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vehicle﻿infotainment﻿system﻿also﻿provides﻿communications﻿with﻿other﻿protocols﻿such﻿as﻿Bluetooth﻿
(Balmus﻿et﻿al.,﻿2017).
The﻿gateway﻿functions﻿as﻿a﻿data﻿router﻿and﻿a﻿central﻿computing﻿unit﻿between﻿different﻿networks.﻿
The﻿gateway﻿often﻿contains﻿the﻿vehicle’s﻿central﻿storage﻿used﻿within﻿OTA﻿process.﻿For﻿vehicles﻿with﻿
OTA,﻿Gateway﻿contains﻿ the﻿update﻿ server﻿which﻿uses﻿TCU﻿ to﻿download﻿and﻿ store﻿updates.﻿The﻿
gateway﻿will﻿also﻿contain﻿the﻿DM﻿client﻿as﻿described﻿in﻿previous﻿section.﻿The﻿update﻿server﻿resides﻿in﻿
gateway﻿because﻿it﻿has﻿parallel﻿access﻿to﻿other﻿networks﻿and﻿simultaneously﻿updates﻿different﻿ECUs.﻿
The﻿gateway﻿performs﻿security﻿tasks﻿i.e.﻿firewalling﻿and﻿bus﻿separation﻿(Continental,﻿2019;﻿Balmus﻿
et﻿al.,﻿2017).﻿The﻿update﻿server﻿subsequently﻿distributes﻿individual﻿updates﻿to﻿ECUs.
The﻿Gateway﻿must﻿include﻿fast﻿network﻿connections﻿to﻿TCU﻿and﻿other﻿networks,﻿and﻿flash﻿memory﻿
storage﻿for﻿updates/backup﻿(Balmus﻿et﻿al.,﻿2017).﻿Due﻿to﻿speed﻿restrictions﻿networks,﻿the﻿bottleneck﻿
of﻿OTA﻿process﻿is﻿sending﻿update﻿from﻿central﻿storage﻿to﻿ECUs.﻿If﻿10%﻿of﻿CAN﻿bus﻿is﻿available﻿for﻿
update,﻿then﻿approximately﻿98%﻿of﻿time﻿of﻿update﻿is﻿updating﻿ECUs﻿(Teraoka﻿et﻿al.,﻿2016).﻿Other﻿
factors﻿can﻿also﻿affect﻿performance﻿of﻿OTA﻿such﻿as﻿ability﻿to﻿transfer﻿the﻿firmware﻿in﻿parallel,﻿and﻿
method﻿Gateway﻿opens﻿and﻿distributes﻿service-packs﻿(Balmus﻿et﻿al.,﻿2017).
4.2.1 ECU
The﻿vehicle’s﻿electronic﻿features﻿are﻿controlled﻿by﻿ECUs.﻿Modern﻿ECUs﻿contain﻿FLASH﻿memory﻿to﻿
store﻿firmware﻿and﻿persistent﻿data.﻿The﻿ECU﻿has﻿a﻿FLASH﻿Boot﻿loader﻿program,﻿often﻿resident﻿of﻿
ECU﻿ROM,﻿responsible﻿for﻿activities﻿such﻿as﻿booting-up﻿system﻿and﻿loading﻿FLASH﻿contents﻿into﻿
RAM.﻿The﻿boot﻿loader﻿has﻿functions﻿to﻿erase/read/write﻿to﻿FLASH﻿and﻿coordinate﻿the﻿update﻿process.﻿
The﻿boot﻿loader﻿has﻿functionality﻿to﻿communicate﻿with﻿the﻿Gateway﻿with﻿protocols﻿such﻿as﻿UDS﻿(see﻿
below).﻿Reprogramming﻿of﻿ECU﻿goes﻿through﻿the﻿stages﻿of﻿making﻿the﻿network﻿conditions﻿correct,﻿
programming,﻿and﻿then﻿validating/resetting﻿ECU﻿(Shi﻿et﻿al.,﻿2015;﻿Embitel,﻿n.d.).
Balmus﻿et﻿al.﻿(2017)﻿describes﻿two﻿approaches﻿to﻿ECU﻿reprogramming.﻿The﻿traditional﻿approach﻿
to﻿updating﻿an﻿ECU﻿is﻿to﻿use﻿central﻿storage﻿to﻿send﻿updated﻿firmware﻿to﻿ECU﻿FLASH﻿in﻿small﻿chunks﻿
in﻿one﻿step﻿via﻿internal﻿network.﻿The﻿ECU﻿needs﻿to﻿be﻿ready﻿for﻿update﻿to﻿occur,﻿vehicle﻿contains﻿
enough﻿power,﻿and﻿back-up﻿stored﻿in﻿central﻿storage.﻿OTA﻿also﻿uses﻿the﻿method﻿to﻿update﻿ECUs﻿via﻿
the﻿Gateway﻿with﻿central﻿storage.
This﻿method﻿is﻿slow,﻿and﻿ECU﻿are﻿uninterruptable﻿and﻿therefore﻿inoperable.﻿Balmus﻿et﻿al.﻿suggests﻿
time﻿comparisons﻿of﻿4MB﻿ECU﻿update﻿in﻿Table﻿1.﻿Using﻿a﻿CAN,﻿updating﻿20﻿ECUs﻿in﻿a﻿service-pack﻿
the﻿update﻿would﻿make﻿the﻿vehicle﻿uninterruptable﻿for﻿1h40﻿minimum.
Another﻿update﻿method﻿is﻿A/B﻿swap﻿method.﻿If﻿within﻿normal﻿operation﻿the﻿ECU﻿is﻿booting﻿up﻿
firmware﻿in﻿FLASH﻿storage﻿A,﻿this﻿process﻿copies﻿update﻿from﻿central﻿storage﻿to﻿FLASH﻿storage﻿
B﻿and﻿tells﻿ECU﻿boot﻿loader﻿to﻿boot﻿from﻿firmware﻿in﻿B﻿on﻿next﻿power﻿up.﻿Benefits﻿include﻿little﻿
Figure 2. Typical network
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downtime﻿ for﻿ the﻿power﻿up/down﻿cycle﻿and﻿back-up﻿ firmware﻿ stored﻿ (Balmus﻿et﻿ al.,﻿2017).﻿The﻿
downside﻿is﻿internal﻿on-board﻿FLASH﻿is﻿expensive﻿and﻿this﻿method﻿would﻿need﻿double,﻿and﻿few﻿
ECUs﻿currently﻿have﻿this﻿capability.﻿Figure﻿3﻿shows﻿the﻿approaches.
From﻿a﻿security﻿perspective,﻿ transmission﻿of﻿small﻿data﻿chunks﻿from﻿central﻿storage﻿to﻿ECU﻿
FLASH﻿storage﻿needs﻿protection﻿against﻿eavesdropping.﻿Once﻿in﻿place,﻿update﻿needs﻿verification﻿
before﻿activation.﻿Multiple﻿signatures﻿can﻿accompany﻿firmware,﻿where﻿Gateway﻿checks﻿outer﻿and﻿
target﻿ECU﻿checks﻿inner.﻿A﻿failure﻿causes﻿Gateway﻿to﻿swap﻿back﻿to﻿previous﻿firmware﻿from﻿central﻿
storage﻿(Balmus﻿et﻿al.,﻿2017).
4.2.2 UDS
A﻿typical﻿CANframe﻿contains﻿a﻿maximum﻿of﻿eight﻿bytes﻿of﻿data.﻿CANs﻿networks﻿are﻿fast﻿and﻿busy﻿
with﻿small﻿packets﻿(WCT,﻿n.d.).﻿Updates﻿are﻿always﻿going﻿to﻿be﻿much﻿larger﻿than﻿eight﻿bytes.﻿Unified﻿
Diagnostics﻿Services﻿ (UDS)﻿ is﻿ a﻿protocol﻿used﻿ in﻿ application﻿ layer﻿ (OSI﻿network-stack)﻿ and﻿has﻿
Table 1. Traditional update
Protocol (nominal data rate) Realistic transfer rate Time of transfer
CAN﻿500﻿kbits/s 16.8﻿kbytes/s﻿50%﻿bus﻿load 250s
CAN-FD﻿2Mbits/s 88.5﻿kbytes/s﻿50%﻿bus﻿load 47.4
FlexRay﻿10Mbits/s 300﻿kbytes/s﻿50%﻿dynamic﻿segment﻿usage 13.6s
Ethernet﻿100baseT 5﻿to﻿10﻿Mbytes/s 0.8﻿–﻿1.6s
Figure 3. Update methods
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upload/download﻿functionality﻿ (Shi﻿et﻿al.,﻿2015).﻿UDS﻿is﻿comprised﻿of﻿several﻿vertically﻿stacked﻿
protocol﻿layers﻿(Table﻿2).
In﻿the﻿CAN﻿example,﻿the﻿bottom﻿layer﻿is﻿low-level﻿drivers﻿responsible﻿for﻿CAN﻿frame﻿reception.﻿
The﻿middle-layer﻿is﻿used﻿to﻿pack/unpack﻿data﻿up﻿or﻿down﻿to﻿other﻿layers.﻿At﻿this﻿level﻿all﻿transmitted﻿
data﻿over﻿8﻿bytes﻿is﻿sent﻿in﻿a﻿series﻿of﻿multi-frame﻿CAN﻿packets﻿including﻿timing﻿and﻿error﻿handling.﻿
This﻿ level﻿ handles﻿maximum﻿payload﻿ of﻿ 4095﻿ bytes.﻿The﻿ highest﻿ level﻿ is﻿ the﻿UDS﻿ application﻿
level﻿where﻿ relevant﻿ services﻿ are﻿ carried﻿out﻿ (Yu﻿&﻿Luo,﻿ 2016),﻿ i.e.﻿ECUReset,﻿SecurityAccess,﻿
RequestDownload﻿and﻿TransferData﻿(Shi﻿et﻿al.,﻿2015).
Depending﻿upon﻿network﻿architecture﻿the﻿appropriate﻿application﻿layer﻿is﻿utilised﻿(ISO﻿2012):
•﻿ CAN﻿(UDSonCAN/ISO14229-3)
•﻿ FlexRay﻿(UDSonFR/ISO14229-4)
•﻿ Ethernet﻿(UDSonIP/ISO14229-5)
•﻿ K-Line﻿(UDSonK-Line/ISO14229-6)
Each﻿application﻿layer﻿calls﻿their﻿relevant﻿stacks.﻿The﻿stacks﻿are﻿unified﻿and﻿present﻿ECUs﻿with﻿the﻿
same﻿interface﻿regardless﻿of﻿network﻿architecture﻿underneath.﻿UDS﻿commands﻿are﻿used﻿to﻿distribute﻿
a﻿chunked﻿update﻿file﻿over﻿a﻿vehicle﻿regardless﻿of﻿network﻿architecture.﻿Many﻿dealership﻿diagnostic/
update﻿tools﻿utilise﻿UDS﻿to﻿update﻿ECU﻿firmware.﻿Many﻿modern﻿ECUs﻿support﻿UDS.﻿It﻿is﻿also﻿used﻿
to﻿update﻿from﻿the﻿Gateway﻿via﻿OTA﻿(Yu﻿&﻿Luo,﻿2016).
UDS﻿ implements﻿ seed/key﻿ security﻿ for﻿mutual﻿ authentication.﻿ To﻿ access﻿ security-critical﻿
functionality,﻿i.e.﻿updating﻿firmware﻿(request﻿download﻿&﻿transfer﻿data),﻿Gateway﻿requests﻿security﻿
access﻿from﻿target﻿ECU.﻿The﻿Gateway﻿requests﻿a﻿seed﻿from﻿the﻿ECU.﻿Once﻿received﻿the﻿Gateway﻿
uses﻿the﻿shared﻿cryptographic﻿algorithm﻿to﻿calculate﻿a﻿key﻿to﻿send﻿back﻿to﻿the﻿ECU.﻿If﻿ECU﻿receives﻿
expected﻿key﻿ it﻿grants﻿security﻿access.﻿The﻿UDS﻿standard﻿doesn’t﻿specify﻿algorithm,﻿or﻿seed/key﻿
length,﻿or﻿whether﻿seed﻿needs﻿to﻿be﻿static﻿or﻿alternating﻿(Ring﻿et﻿al.,﻿2014).﻿Some﻿systems﻿implement﻿
a﻿challenge-key﻿system﻿built﻿into﻿the﻿back﻿end﻿(Brirus,﻿2017).
4.2.3 Cryptography
Cryptography﻿counteracts﻿threats﻿such﻿as﻿firmware﻿IP,﻿data﻿theft,﻿sensor﻿manipulation,﻿fraudulent﻿
feature﻿activation,﻿firmware﻿downgrade﻿and﻿ECU﻿counterfeiting﻿(Petri﻿et﻿al.,﻿2016).
Symmetric﻿cryptography﻿uses﻿a﻿shared﻿secret﻿key.﻿For﻿example,﻿ in﻿production/assembly﻿VM﻿
supply﻿a﻿key,﻿such﻿as﻿AES﻿128/256﻿bit﻿key,﻿ to﻿ the﻿ECU.﻿The﻿VM﻿stores﻿ the﻿same﻿key﻿ in﻿secure﻿
storage﻿(HSM).﻿The﻿back﻿end/Gateway﻿encrypts﻿information﻿with﻿the﻿key,﻿later﻿decrypted﻿by﻿the﻿ECU﻿
with﻿embedded﻿key.﻿Other﻿systems﻿implement﻿supplying﻿the﻿symmetric﻿secret-keys﻿later.﻿The﻿main﻿
drawback﻿is﻿keeping﻿the﻿key﻿secret.﻿Asymmetric﻿cryptography,﻿known﻿as﻿public-key﻿cryptography,﻿uses﻿
a﻿private-key﻿and﻿a﻿public-key.﻿For﻿example,﻿in﻿production/assembly﻿the﻿VM﻿supplies﻿private-key﻿and﻿
public-key﻿to﻿the﻿ECU.﻿The﻿back﻿end/Gateway﻿encrypts﻿information﻿using﻿the﻿ECU’s﻿public-key,﻿that﻿
the﻿ECU﻿decrypts﻿with﻿its﻿own﻿private-key.﻿Asymmetric﻿cryptography’s﻿benefit﻿is﻿no﻿shared﻿secret.﻿
Asymmetric﻿is﻿several﻿orders﻿of﻿magnitude﻿slower﻿than﻿symmetrical.﻿Many﻿asymmetrical﻿systems﻿use﻿
Table 2. UDS CAN-Stack
Application﻿Layer﻿
ISO﻿14229
Network﻿Layer﻿
ISO15765
CAN﻿Driver﻿Layer﻿
ISO11898
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symmetric﻿system﻿once﻿the﻿secret-key﻿is﻿shared﻿using﻿asymmetrical﻿(SSL2BUY,﻿n.d.).﻿Asymmetric﻿
examples﻿are﻿Rivest-Shamir-Adleman﻿(RSA)﻿or﻿Elliptic-Curve-Cryptosystems﻿(ECC)﻿(BALMUS﻿et﻿
al.,﻿2017).﻿ECC﻿has﻿a﻿significantly﻿smaller﻿key,﻿therefore﻿less﻿RAM/CPU﻿overhead﻿during﻿operation.﻿
ECC﻿is﻿more﻿susceptible﻿to﻿an﻿attack﻿from﻿a﻿quantum﻿computer﻿(Squemish﻿Ossirage,﻿2018).
Signing﻿is﻿achieved﻿using﻿Asymmetric﻿Cryptography.﻿For﻿example,﻿the﻿back﻿end/Gateway﻿hashes﻿
information﻿and﻿encrypts﻿the﻿hash﻿with﻿their﻿private-key.﻿The﻿information﻿and﻿encrypted﻿hash﻿are﻿sent﻿
to﻿the﻿ECU.﻿The﻿ECU﻿uses﻿public﻿key﻿to﻿decrypt﻿hash,﻿then﻿hashes﻿the﻿information﻿itself.﻿The﻿ECU﻿
checks﻿the﻿information﻿integrity﻿by﻿comparing﻿the﻿decrypted﻿hash﻿with﻿the﻿new﻿hash﻿(INSTANTSSL,﻿
n.d.).﻿If﻿information﻿stays﻿encrypted﻿between﻿the﻿back-end﻿and﻿ECU,﻿there﻿is﻿a﻿performance﻿benefit﻿
as﻿gateway﻿does﻿not﻿need﻿to﻿decrypt.﻿If﻿update﻿resides﻿in﻿gateway﻿unencrypted,﻿then﻿gateway﻿can﻿
sign﻿the﻿update﻿for﻿integrity﻿and﻿authentication.﻿If﻿unencrypted,﻿the﻿gateway﻿sets﻿up﻿keys﻿and﻿encrypt﻿
the﻿data﻿blocks﻿within﻿transit﻿to﻿ECU.﻿The﻿gateway﻿initiates﻿contact﻿with﻿the﻿ECU﻿bootloader﻿who﻿
decrypts﻿each﻿encrypted﻿block﻿sent﻿to﻿it.﻿Encryption﻿ensures﻿data﻿confidentiality.
Balmus﻿ et﻿ al.﻿ (2017)﻿ conducted﻿ speed﻿ comparison﻿ studies﻿ on﻿ encrypted﻿ and﻿non-encrypted﻿
messages.﻿The﻿studies﻿showed﻿that﻿using﻿hardware﻿to﻿conduct﻿cryptographical﻿services﻿was﻿faster﻿
by﻿two﻿orders﻿of﻿magnitude.﻿Table﻿3﻿shows﻿the﻿encryption﻿and﻿hashing﻿speed﻿in﻿seconds﻿on﻿CAN/
CAN-FD﻿compared﻿to﻿the﻿update﻿frames﻿per﻿second﻿sent﻿of﻿1MB﻿update.﻿The﻿table﻿suggests﻿that﻿OTA﻿
isn’t﻿practical﻿under﻿CAN/CAN-FD﻿whilst﻿the﻿vehicle﻿is﻿operated﻿(low﻿frame﻿rate).﻿If﻿the﻿vehicle﻿was﻿
moving﻿and﻿one﻿frame﻿every﻿five﻿seconds﻿sent,﻿then﻿it﻿would﻿take﻿9.7days﻿to﻿complete.
Many﻿ECUs﻿control﻿safety-critical﻿systems,﻿require﻿real-time﻿responses,﻿so﻿cannot﻿be﻿impaired﻿
by﻿cryptographic﻿obligations﻿or﻿the﻿network﻿being﻿overwhelmed﻿with﻿update﻿packets﻿(Jordan,﻿2018).
4.2.4 HSM
A﻿hardware﻿security﻿module﻿(HSM)﻿is﻿a﻿security﻿device﻿added﻿to﻿a﻿system﻿to﻿generate,﻿manage﻿and﻿
securely﻿store﻿cryptographic﻿material﻿(Gibson,﻿2015).﻿Having﻿a﻿separate﻿HSM﻿module﻿onboard﻿the﻿
vehicle﻿allows﻿the﻿HSM﻿to﻿encrypt,﻿decrypt﻿or﻿sign﻿data﻿without﻿having﻿to﻿export﻿ the﻿keys﻿from﻿
the﻿HSM﻿ (Gibson,﻿ 2015;﻿Petri﻿ et﻿ al.,﻿ 2016).﻿ECUs﻿have﻿ real-time﻿ application﻿ requirements﻿ that﻿
need﻿balancing﻿with﻿the﻿ECU﻿security﻿functions.﻿HSMs﻿address﻿this﻿issue﻿by﻿offloading﻿the﻿crypto﻿
functionality﻿onto﻿a﻿separate﻿processor/unit.
Although﻿expensive﻿to﻿implement,﻿through﻿dedicated﻿RAM,﻿FLASH﻿and﻿peripherals﻿like﻿timer,﻿
hardware﻿accelerators﻿for﻿algorithms﻿and﻿random-number﻿generators,﻿dedicated﻿HSMs﻿are﻿far﻿more﻿
secure﻿than﻿co-processors.﻿ECUs﻿can﻿request﻿cryptographical﻿operations﻿without﻿the﻿keys﻿leaving﻿the﻿
HMS﻿(Jordan,﻿2018).﻿HSMs﻿support﻿the﻿secure-boot﻿functionality,﻿where﻿ECUs﻿bootloader﻿requests﻿
the﻿HSM﻿to﻿check﻿the﻿firmware﻿integrity﻿and﻿trust﻿level﻿before﻿code﻿execution﻿(Balmus﻿et﻿al.,﻿2017).
Table 3. encryption and hashing speed in seconds on CAN/CAN-FD
Bus Utilisation 
Frame /s
Classical CAN (s) for 1MB CAN-FD (s) for 1MB
AES-128 SHA256 AES-128 SHA256
0.2 839680 860160 20480 20480
0.5 335872 344064 8192 8192
1 167936 172032 4096 4096
2 83968 86016 2048 2048
5 33587 34406 819 819
10 16793 17203 409 409
20 8396 8601 204 204
50 3358 3440 - -
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4.2.5 TPM
A﻿trusted﻿platform﻿module﻿(TPM)﻿is﻿a﻿dedicated﻿hardware﻿crypto﻿processor﻿built﻿into﻿the﻿ECU.﻿TPMs﻿
often﻿have﻿encryption﻿keys﻿burnt﻿into﻿them﻿for﻿asymmetric﻿encryption.﻿Some﻿TPMs,﻿like﻿HSMs,﻿can﻿
generate﻿and﻿securely﻿store﻿encryption﻿keys﻿(Gibson,﻿2015).﻿The﻿Trusted﻿Computer﻿Group﻿(TCG﻿
2015)﻿consortium﻿produced﻿international﻿standard﻿(ISO-11889)﻿for﻿TPM﻿and﻿released﻿TPM2.0﻿library﻿
specification﻿in﻿2015.
TPM2.0﻿supports﻿RSA﻿2048/2072﻿bits﻿and﻿SHA512﻿hashing,﻿and﻿symmetric﻿encryptions﻿such﻿
as﻿ 128bit﻿AES﻿ and﻿Hashed-key﻿MAC﻿ (HMAC).TPM2.0﻿ supports﻿ the﻿ upgrading﻿ of﻿ encryption﻿
algorithm,﻿which﻿is﻿essential﻿for﻿vehicles﻿with﻿10-15﻿year﻿lifecycles﻿when﻿the﻿original﻿algorithms﻿
become﻿obsolete﻿(Petri﻿et﻿al.,﻿2016).
Hardware﻿TPMs﻿are﻿expensive.﻿Under﻿TPM2.0,﻿It﻿is﻿also﻿possible﻿to﻿implement﻿the﻿TPM﻿within﻿
firmware﻿in﻿virtual﻿environment,﻿supported﻿by﻿a﻿hardware﻿isolated﻿execution﻿environment.﻿Figure﻿4﻿
shows﻿boot﻿sequence.﻿The﻿hardware﻿calls﻿the﻿bootloader﻿which﻿boots﻿a﻿hypervisor﻿that﻿creates﻿two﻿
environments.﻿One﻿being﻿the﻿TPM﻿in﻿secure﻿OS,﻿the﻿second﻿being﻿ECU﻿application﻿in﻿a﻿richer﻿OS.﻿
The﻿TPM﻿runs﻿in﻿secure﻿OS﻿in﻿an﻿isolated﻿hardware﻿area﻿inaccessible﻿to﻿the﻿application﻿(Petri﻿et﻿al.,﻿
2016).﻿This﻿solution﻿is﻿cost-effective﻿but﻿requires﻿increased﻿RAM/ROM/CPU.
The﻿EVITA﻿project﻿(2008)﻿was﻿co-funded﻿by﻿the﻿EU,﻿to﻿standardise﻿the﻿on-board﻿vehicle﻿networks﻿
architecture﻿to﻿ensure﻿security-relevant﻿components﻿were﻿protected﻿against﻿tampering.﻿EVITA﻿defines﻿
three﻿levels﻿of﻿TPM/HSM﻿(Petri﻿et﻿al.,﻿2016):
•﻿ Full﻿-﻿Rich﻿TPM﻿–﻿i.e.﻿Infotainment﻿systems﻿/﻿Gateway﻿with﻿smart﻿phone﻿level﻿computing﻿power.﻿
Corresponds﻿to﻿full﻿TPM2.0﻿specification.
•﻿ Medium﻿-﻿Engine﻿control﻿units﻿with﻿moderate﻿computing﻿power
•﻿ Light﻿-﻿Thin﻿TPM﻿–﻿All﻿ECUs﻿with﻿scarce﻿ROM/RAM﻿resources﻿running﻿non-conventional﻿OS.﻿
i.e.﻿sensors/actuators.
4.2.6 SHE
The﻿security﻿hardware﻿extension﻿(SHE)﻿is﻿an﻿open﻿standard﻿used﻿by﻿Audi﻿and﻿BMW.﻿SHE﻿specification﻿
includes﻿implementation﻿of﻿a﻿dedicated﻿securely﻿firewalled﻿secure﻿zone﻿built﻿into﻿the﻿same﻿silicon﻿as﻿
the﻿main﻿microcontroller﻿CPU﻿and﻿memory.﻿Within﻿the﻿secure﻿zone﻿is﻿an﻿AES﻿hardware﻿accelerator.﻿
SHE﻿defines﻿software﻿functions﻿and﻿an﻿API﻿that﻿allows﻿a﻿secure﻿zone﻿to﻿co-exist﻿within﻿any﻿ECU.﻿
The﻿area﻿handles﻿storage﻿and﻿key﻿management.﻿It﻿handles﻿authentication,﻿encryption﻿and﻿decryption﻿
algorithms.﻿Whereas﻿TPM2.0﻿supports﻿asymmetric﻿cryptography,﻿SHE﻿defines﻿a﻿protocol﻿for﻿securely﻿
Figure 4. Virtual TPM (Petri et al., 2016)
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changing﻿symmetrical﻿keys.﻿SHE﻿uses﻿AES﻿for﻿signing,﻿authentication﻿and﻿encryption﻿(Soja,﻿2014),﻿
making﻿a﻿lighter﻿weight﻿and﻿faster﻿solution.﻿SHE﻿corresponds﻿to﻿light﻿EVITA﻿(Fujitsu,﻿2012).
4.2.7. AUTOSAR
VMs﻿and﻿suppliers﻿developed﻿Automotive﻿Open﻿System﻿Architecture﻿(AUTOSAR)﻿to﻿standardise﻿
the﻿software﻿architecture﻿for﻿automotive﻿ECUs.﻿AUTOSAR﻿is﻿based﻿on﻿a﻿three-layered﻿architecture﻿
model﻿(Ryu﻿et﻿al.,﻿2008;﻿Embitel,﻿n.d.),﻿designed﻿to﻿separate﻿software﻿function﻿from﻿ECU﻿hardware﻿
through﻿a﻿strictly﻿defined﻿middle﻿layer:
1.﻿﻿ Basic﻿Software﻿(BSW)﻿-﻿ECU﻿specific﻿modules
2.﻿﻿ Runtime﻿environment﻿(RTE)﻿–﻿Middleware﻿between﻿AUTOSAR﻿layers
3.﻿﻿ Application﻿Layer﻿–﻿Various﻿applications﻿specific﻿software﻿components.
AUTOSAR﻿implements﻿functionality﻿standardisation﻿therefore﻿software﻿from﻿various﻿vendors﻿can﻿
communicate.﻿Many﻿current﻿firmware﻿stacks﻿are﻿AUTOSAR﻿compliant﻿(Stevic,﻿2018).﻿AUTOSAR﻿
software﻿also﻿allows﻿for﻿standardisation﻿of﻿software﻿modules﻿on﻿ECUS﻿connected﻿to﻿different﻿networks﻿
architecture﻿such﻿as﻿CAN,﻿LIN,﻿FlexRay﻿(Ryu﻿at﻿al.,﻿2008)﻿(Figure﻿5).
AUTOSAR﻿ introduces﻿Secure﻿Onboard﻿Communication﻿ (SecOC)﻿ concept﻿ to﻿ test﻿ the﻿ single﻿
Protocol﻿Data﻿Unit﻿(PDU)﻿authenticity,﻿i.e.﻿CAN﻿packet,﻿to﻿detect﻿replay,﻿spoofing﻿and﻿tampering﻿
attacks.﻿The﻿SecOC﻿generates﻿a﻿MAC﻿in﻿the﻿PDU.﻿AUTOSAR﻿adds﻿a﻿freshness﻿to﻿PDU﻿to﻿protect﻿
against﻿replay﻿attacks.﻿To﻿fit﻿into﻿8-byte﻿CAN﻿frame﻿along﻿with﻿payload,﻿AUTOSAR﻿truncates﻿MAC﻿
and﻿freshness﻿values﻿(27bits﻿for﻿CAN),﻿hence﻿it﻿is﻿less﻿secure.﻿This﻿security﻿method﻿is﻿more﻿suited﻿to﻿
CAN-FD﻿or﻿Ethernet﻿where﻿full-size﻿MACs﻿are﻿generated﻿(Islinger﻿et﻿al.,﻿n.d.).
AUTOSAR﻿Crypto﻿Service﻿Manager﻿(CSM)﻿provides﻿cryptographic﻿services﻿to﻿ECU﻿application.﻿
CSM﻿supports﻿Symmetric﻿and﻿Asymmetric﻿encryption,﻿Random﻿number﻿generation,﻿MAC﻿verification,﻿
and﻿ key﻿management.﻿CSM﻿utilises﻿ software﻿ and﻿ hardware﻿ cryptographic﻿ implementation,﻿ and﻿
lightweight﻿TPM﻿Secure﻿Hardware﻿Extension﻿(SHE)﻿(Vector,﻿2015).
The﻿CSM﻿functionality﻿runs﻿asynchronous﻿to﻿the﻿ECU﻿application,﻿although﻿must﻿queue﻿for﻿a﻿
slot﻿within﻿Microcontroller﻿(round-robin)﻿(Jordan,﻿2018;﻿Vector,﻿2015).﻿Cryptographic﻿services﻿are﻿
processor﻿heavy﻿and﻿low﻿priority﻿against﻿main﻿application﻿processes.﻿Therefore,﻿ECUs﻿that﻿need﻿to﻿
Figure 5. AUTOSAR Architecture (Embitel, n.d.)
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produce﻿a﻿real-time﻿response,﻿a﻿cryptographic﻿solution﻿needs﻿hardware﻿support﻿i.e.﻿HSM﻿(Jordan,﻿
2018).
In﻿2017,﻿AUTOSAR﻿released﻿Adaptive﻿platform,﻿designed﻿to﻿allow﻿dynamic﻿linking﻿between﻿
services﻿ and﻿ clients﻿ during﻿ ECU﻿ runtime﻿ producing﻿ flexibility.﻿Dynamic﻿ interfaces﻿ support﻿
implementation﻿of﻿autonomous﻿driver﻿functions,﻿OTA﻿and﻿media﻿streaming﻿(Hellgren,﻿2018).﻿Adaptive﻿
AUTOSAR﻿provides﻿a﻿ full﻿OTA﻿via﻿update﻿configuration﻿management﻿ (UCM)﻿module﻿adaptive﻿
AUTOSAR﻿also﻿supports﻿Ethernet﻿with﻿advanced﻿cryptography﻿i.e.﻿TLS﻿(Stevic,﻿2018).
5. LeGISLATION
Within﻿Europe,﻿type﻿approval﻿(TA)﻿is﻿confirmation﻿that﻿the﻿vehicle﻿production﻿will﻿meet﻿specified﻿
performance﻿standards﻿and﻿is﻿based﻿on﻿UN﻿regulations﻿and﻿EC﻿Directives﻿(VCA,﻿2019).OTA﻿update﻿
can﻿alter﻿vehicle﻿performance/capability﻿after﻿its﻿initial﻿certification﻿for﻿TA,﻿which﻿would﻿constitute﻿
a﻿new﻿vehicle﻿item﻿of﻿equipment﻿subject﻿to﻿approval﻿and﻿so﻿need﻿reassessment﻿(UN﻿SECRETARIAT,﻿
2016).
Under﻿UNECE﻿WP29﻿draft﻿recommendations﻿(UNECEWP29,﻿2018)﻿OTA﻿post﻿TA:
1)﻿﻿ VMs﻿shall﻿assess﻿whether﻿update﻿will﻿impact﻿TA﻿compliance﻿and﻿document﻿result;
2)﻿﻿ If﻿update﻿does﻿not﻿impact﻿TA,﻿e.g.﻿bug﻿fixes,﻿VM﻿conducts﻿update﻿in﻿a﻿safe﻿secure﻿manner﻿without﻿
contacting﻿TA﻿authority;
3)﻿﻿ If﻿update﻿impacts﻿TA﻿then﻿VM﻿contacts﻿relevant﻿authority﻿for﻿an﻿extension﻿or﻿new﻿certification.
6. dISCUSSION
A﻿set﻿of﻿principles﻿for﻿an﻿ideal﻿OTA﻿system﻿as﻿follows﻿(Verma,﻿2018;﻿Windriver,﻿2017;﻿Quain,﻿2018;﻿
Petri﻿et﻿al.,﻿2016;﻿Teraoka﻿et﻿al.,﻿2016).
VMs﻿and﻿suppliers﻿must:
•﻿ Maintain﻿chain-of-trust﻿ensuring﻿Software﻿from﻿trusted﻿sources﻿and﻿validated﻿across﻿chain
•﻿ Cryptographic﻿Key﻿maintenance﻿and﻿confidentiality﻿ensured
•﻿ Accredited﻿to﻿information﻿and﻿cloud﻿security﻿standards﻿with﻿independent﻿audits
•﻿ Maintain﻿back-end﻿servers:
﻿◦ Protect﻿against﻿IP﻿breach﻿and﻿interference
﻿◦ Protect﻿against﻿firmware﻿downgrades
﻿◦ Protection﻿against﻿Denial-Of-Service﻿attacks
﻿◦ Monitor﻿against﻿anomalies﻿and﻿attacks
﻿◦ Log/Audit﻿events,﻿errors﻿and﻿irregular﻿behaviour
•﻿ Follow﻿industry﻿standards/protocols﻿for﻿in-vehicle﻿and﻿back-end
•﻿ Firmware:
﻿◦ Designed﻿with﻿security﻿in﻿mind
﻿◦ Cryptographical﻿signed,﻿potentially﻿multiple﻿times﻿for﻿different﻿ECUs
﻿◦ Incremental/Differential﻿updates﻿to﻿save﻿bandwidth
Vehicles﻿must:
•﻿ Mutually﻿authenticate﻿with﻿back﻿end,﻿along﻿with﻿individual﻿ECUs﻿within﻿vehicle
•﻿ Ability﻿to﻿recover﻿from﻿partial/failed﻿updates﻿i.e.﻿Gateway﻿returning﻿ECU﻿back﻿to﻿its﻿last﻿working﻿
state
•﻿ Implement﻿Secure-boot﻿procedure﻿for﻿integrity﻿check﻿of﻿firmware﻿before﻿execution
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•﻿ Constructed﻿of﻿vehicle﻿networks﻿utilising﻿protocols﻿that﻿support﻿encryption﻿and﻿cryptographic﻿
integrity﻿and﻿authentication﻿of﻿messages
•﻿ Implement﻿ECUs﻿with﻿enough﻿dedicated﻿resources﻿so﻿security﻿does﻿not﻿concede﻿to﻿application﻿
for﻿CPU/Memory
•﻿ Future-proofing﻿cryptographic﻿services.﻿NIST﻿stated﻿in﻿2015﻿the﻿minimum﻿for﻿Symmetric﻿key﻿
size﻿must﻿be﻿112bits﻿(128bits﻿typical﻿usage).﻿Asymmetrical﻿must﻿be﻿minimum﻿of﻿RSA﻿2048bits﻿
and﻿ECC﻿224bits.﻿With﻿threat﻿of﻿quantum﻿computing﻿looming,﻿these﻿may﻿need﻿to﻿be﻿sufficiently﻿
higher﻿in﻿the﻿future.﻿Security﻿measures,﻿such﻿as﻿UDS﻿Seed﻿and﻿Key﻿must﻿be﻿implemented﻿with﻿
futureproofing﻿in﻿mind.
•﻿ Cryptographic﻿Key﻿maintenance﻿and﻿confidentiality﻿ensured
There﻿is﻿little﻿standardisation﻿across﻿industry.﻿Although﻿industry﻿has﻿produced﻿standards,﻿i.e.﻿
AUTOSAR﻿and﻿TPM2.0,﻿adoption﻿is﻿far﻿from﻿standard.﻿Due﻿to﻿system﻿and﻿vehicle﻿capability,﻿VMs﻿
seem﻿to﻿be﻿implementing﻿some﻿and﻿not﻿all﻿the﻿principles﻿above.
Integrity﻿of﻿the﻿firmware﻿update﻿is﻿important﻿as﻿it﻿detects﻿tampering.﻿Equally﻿authentication﻿of﻿
OTA﻿process﻿is﻿important﻿for﻿the﻿same﻿reason.﻿Both﻿must﻿be﻿secured﻿with﻿cryptographical﻿services.﻿
Confidentiality﻿is﻿of﻿less﻿importance﻿throughout﻿the﻿process.﻿It﻿ is﻿ important﻿to﻿protect﻿IP﻿against﻿
snooping﻿but﻿not﻿as﻿important﻿as﻿integrity﻿of﻿update,﻿which﻿indicates﻿a﻿malicious﻿change﻿to﻿operation﻿
of﻿a﻿safety﻿critical﻿ECU.
A﻿full﻿encryption﻿system﻿for﻿OTA﻿is﻿also﻿a﻿demanding﻿situation﻿for﻿VMs.﻿They﻿can﻿use﻿unique﻿
private/public﻿keys﻿or﻿shared﻿secret﻿keys﻿for﻿every﻿single﻿ECU﻿and﻿have﻿the﻿issue﻿of﻿managing﻿all﻿
information﻿or﻿have﻿reduced﻿strength﻿of﻿encryption﻿by﻿using﻿one﻿private/public﻿or﻿shared﻿secret﻿over﻿
all﻿ECUs.
7. CONCLUSION
This﻿paper﻿examined﻿security﻿elements﻿around﻿Over-the-air﻿updates.﻿Overall﻿OTA﻿is﻿very﻿positive﻿
for﻿the﻿security﻿of﻿the﻿whole﻿CAV﻿environment﻿but﻿comes﻿at﻿a﻿cost.﻿Manufacturers﻿must﻿design﻿and﻿
build﻿vehicles﻿where﻿entire﻿OTA﻿mechanism﻿is﻿secure﻿throughout,﻿which﻿requires﻿resources﻿and﻿effort.
A﻿ significant﻿ issue﻿with﻿CAN﻿bus﻿ is﻿ it﻿ just﻿ not﻿ sufficient﻿ as﻿ a﻿modern﻿ automotive﻿ network﻿
architecture,﻿due﻿to﻿lack﻿of﻿available﻿speed﻿and﻿bandwidth.﻿CAN-FD﻿is﻿better﻿as﻿each﻿packet﻿has﻿room﻿
for﻿cryptography,﻿but﻿even﻿better﻿would﻿be﻿automotive﻿ethernet﻿with﻿full-blown﻿TLS﻿1.3﻿implemented.
Currently﻿4G﻿download﻿speed﻿is﻿approximately﻿21Mbps﻿(2.6MB/s),﻿average﻿Wi-Fi﻿is﻿approximately﻿
46Mbps﻿(5.8MB/s)﻿and﻿5G﻿will﻿provide﻿a﻿minimum﻿of﻿50Mbps﻿(6.3MB/s)﻿(Jackson,﻿2018;﻿4G,﻿2019;﻿
Hill,﻿2019).﻿With﻿current﻿vehicle﻿networks,﻿the﻿bottleneck﻿is﻿internal﻿vehicle﻿networks.﻿Once﻿faster﻿
vehicle﻿networks﻿are﻿standard,﻿this﻿will﻿reverse.
The﻿encryption﻿described﻿is﻿already﻿getting﻿old﻿and﻿less﻿secure﻿as﻿computing﻿power﻿to﻿brute-force﻿
increases.﻿Quantum﻿Key﻿Distribution﻿(QKD)﻿is﻿an﻿encryption﻿key﻿generation﻿method﻿that﻿relies﻿on﻿
light’s﻿quantum﻿properties.﻿ECUs﻿will﻿detect﻿an﻿interception﻿of﻿a﻿transmission﻿by﻿reading﻿quantum﻿
states﻿of﻿the﻿key,﻿so﻿is﻿secure﻿from﻿interference.﻿QKS﻿works﻿in﻿tandem﻿with﻿traditional﻿methods﻿only,﻿
and﻿overhead﻿is﻿significant﻿(Soja,﻿2014).
Automotive﻿OTA﻿is﻿an﻿important﻿subject.﻿This﻿paper﻿focused﻿on﻿the﻿matter﻿and﻿has﻿also﻿touched﻿
upon﻿other﻿subjects﻿as﻿downloading﻿from﻿Wi-Fi﻿and﻿within﻿a﻿V2V/V2I﻿ecosystem.﻿Regardless﻿of﻿
apparent﻿issues﻿with﻿implementing﻿OTA﻿on﻿vehicles,﻿the﻿benefits﻿in﻿the﻿long-term﻿far﻿outweigh﻿the﻿
disadvantages﻿it﻿may﻿bring.﻿It﻿is﻿imperative﻿all﻿parties﻿involved﻿collaborate﻿on﻿hardware,﻿software﻿
and﻿protocols﻿standardisation﻿to﻿develop﻿and﻿implement﻿the﻿highest﻿level﻿of﻿security﻿and﻿protection.
Increased﻿connectivity﻿of﻿Smart﻿cars﻿along﻿with﻿advanced﻿automation﻿methods,﻿expose﻿them﻿to﻿
several﻿crucial﻿cyber﻿threats.﻿Those﻿threats﻿may﻿directly﻿target﻿smart﻿cars﻿or﻿come﻿from﻿assets﻿that﻿are﻿
directly﻿or﻿indirectly﻿connected﻿to﻿them﻿such﻿as﻿RSUs,﻿traffic﻿signs/lights﻿or﻿even﻿remote﻿servers﻿of﻿
the﻿OEM﻿or﻿third-party﻿service﻿providers.﻿The﻿current﻿article﻿focuses﻿on﻿the﻿security﻿aspects﻿of﻿OTA﻿
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and﻿proposes﻿a﻿set﻿of﻿principles﻿for﻿an﻿ideal﻿OTA﻿system.﻿Those﻿principles﻿include﻿cryptographic﻿
Key﻿maintenance,﻿cloud﻿security,﻿secure﻿networking﻿protocols,﻿recovery﻿mechanisms﻿and﻿many﻿other﻿
elements﻿that﻿prove﻿that﻿the﻿security﻿of﻿a﻿smart﻿car﻿demands﻿a﻿holistic﻿approach,
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